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SmartConnector for Cisco Mobility Services Engine Syslog

This guide provides information for installing the SmartConnector for Cisco Mobility Services Engine
Syslog and configuring the device for event collection. Cisco Mobility Service Engine version 5.1 is
supported.

Product Overview

The Cisco 3300 Series Mobility Services Engine is an appliance solution that transforms existing
wireless LANs into mobility networks. The centrally managed and provisioned Cisco 3300 Series
Mobility Services Engine software suite includes Cisco Context-Aware Software, Cisco Mobile
Intelligent Roaming, and Cisco Adaptive Wireless IPS.

Configuration
Configuring the Device to Send Events

Follow these steps to configure your Cisco device to send events through syslog.
1 Login to Cisco Wireless Control System. The WCS Home page is displayed.

2 From the Mobility menu, select Notifications.

alvaln
ci1sco

Wireless Control System

* Monitar -

Reports *  Configure = | Mobility =  Administration * Tools + Help =

Maobility Service Engines

Quick Search

Access Points » Search Results (edit vie

Synchronize Servers

Search Access Points AP Name W SrnchionizationlHiztony fap Location
IC poD4-2 00:19:56:91:45:04 resight-4 = floorl o
N -1 h... i i .
I POD4-2 00:19:56:91:45:04 [2) Installation Guide rosight-4 > flaarl d
=13 Edit T poD7-2 00:1a:2f:6e:04:0d 10.0.100.83 g02.11a arcsight-4 > floarl g
T PoD7-z 00:1a:2f:6e:04:c4 10.0.100.63 g02.11b/g arcsight-4 = floorl
3 From the left pane, click Settings.
e o (€ Event: Groups | |
alran Wireless Control System
cisco h Monitor ¥  Reports + Configure = Mobility +  Administration +  Toals = Help =

Motifications Event Settings

Summary

Group Name Event Definitions
2

Settings -
- 1

4 From the right side of the right pane, select Add Event Group from the -- Select a command --
drop-down box and click GO.
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I—- Select a command -- »| GO |
|-- Select a cornmand --
Ladd Event Gro

Delete Event Groupis)

5 Enter a name for the new group and click Save.

Wireless Control System

h Monitor * Reports *  Configure =  Mobility +  Adm

Event Group > New

Group Name ||

Save | Cancel |

6 The new group (SecurityGroupA in the example) is added to the list. Click on the name of the new
group.

Wireless Control System

h Monitor + Reports * Configure *  Mobility *  Administration * Tools +  He
Event Settings
I Group Name Event Definitions
— SecurityGroupd i}
— arpl z
— arpz 1

7  From the -- Select a command -- drop-down menu, select Add Event Definition and click GO.

Wireless Control System

h Monitor * Reports * Configure *  Mobility *  Administration * Tools + Help =

-- Select a command --
Fadd Event Definition
Delete Event Definition{s)
Test - Fire Event Definition{s}

Event Settings > "SecurityGroupA’ T Selett 3 command — =] co |

Mo Events Definitions found in this group,

8 Enter an Event Definition Name and click Save.

Wireless Control System

N Maonitor + Reports = Configure *  Mobility =  Administration *+ Tools *  He

Event Settings > 'SecurityGroupA' > New Event Definition

Event Definition Name |

Save Cancel |

9 A window such as the following is displayed for the new event. On the General tab, check the
Enabled box across from Admin Status.

HPE Security ArcSight Connectors 5
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Wireless Control System

ﬁ- Monitor * Reports * Configure +  Maobility +  Administration + Toals +  He

Event Settings = SecurityGrouph = Event Definition 'Sec Event 1'

General I Conditions \i Destination And Transpart 1

Mame Sec Event 1

Adrnin Status [ Enabled

Last Modified On Thu Dec 11 14:56:53 PST 2008

Priarity
Activate [+ all the time

Save Cancel

10 Click the Conditions tab.

Wireless Control System

m Monitor *  Reports *  Configure =  Mobility = Administration *+ Tools + Help =

Event Settings > SecurityGroupA > Event Definition 'Sec Event 1’

General Canditions Destination And Transport 1

—— |

| Trigger If Apply To || Match by

1
A

11 Click Add to add conditions for the event.

Wireless Control System

) Maonitor * Reports * Configure = Mol *  Adrninistration -

Event Settings > SecurityGroupA > Event Definition 'Sec Event 1'

General ; Conditl

¢ Add/Edit Condition :

Condition Type | Location Change |l]
Trig Trigaer If Changes Location
apply To | Any |l]
Match By | Asset Group |l] Equals "I ISecurityGroupAl

Cance'
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Help =

12 Select your conditions from the Condition Type, Apply to, and Match By drop-down selections.

Tools »

Click Add and the condition is added as a Trigger on the Conditions tab.

Administration

Mobility -

Wireless Control System
Configure

Reports =

) Monitor v
Event Settings > SecurityGroupA > Event Definition "Sec Event 1°
Delete
JITT——
Match by

General Conditions Destination And Transport 1
Apply To ”
Asset Group Equals 'Security Groupa'

| Trigger If
Any

Location Change

13 Click the Destination and Transport tab.
Wireless Control System
-h Monitor ¥  Reporkts *  Configure »  Mobility ~  Administration * Tools +  Help =
Event Settings > SecurityGroupA > Event Definition 'Sec Event 1'
General \i Conditions ]’ Drestination 4nd Transport ]
Delete
| Destinations || Transport Type I| Format |
10.0.101.210 SHMP “ML <]
14 Click Add. On the Add/Edit Destination and Transport window, click Add New and enter the IP

address in the pop-up window. Click OK.

HPE Security ArcSight Connectors
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Wireless Control System

'h Monitor *  Reports *  Configure *  Mobility -

Administration * Tools * Help =

Event Settings > SecurityGroupA = Event Definition "Sec Event 1’

Add/Edit Destination and Transport

General \i Conditions r

Choose one or more destination that receives this event

| Des

i0.0.101.210

1.23534

192.168.20.45

Add Mew

Enter IF Address

P Cancel ain Text
sl

1

HTTPS [Z] Enable

Port Murnber |9955

15 For Message Format, select XML. For Transport Type, select SysLog. Enter the syslog
Priority, Facility, and Port Number.

Wireless Control System

h Monitor * Reports *  Configure *  Mobility «

Administration *  Tools = Help =

Event Settings > SecurityGroupA > Event Definition 'Sec Event 1"

AddAEdit Destination and Transport

General \i Conditions I

Choose one or more destination that receives this event

| Deg

i0.0.101.210

1.2.34 1121314

192.1658.2045 Add Mew
10.0.101.210

Message Format @ %ML (D Plain Text
Transport Type Syslog n
Priority |2

Facility |2|

Port Mumber |514

Cance'

Click Add; the new destination is listed on the Destination and Transport tab.
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Wireless Control System

ﬁ Monitor * Reports *  Configure = Mobility = Administration *  Tools

Event Settings = SecurityGroupA > Event Definition 'Sec Event 1'

General \i Conditions r Destination And Transport ]

v Help -

Delete

| Destinations || Transport Type | Format |
10.0.101.210 SHMP =ML I
1.12.13.14 | sysLog =ML

16 Return to the General tab and click Save. From the Mobility menu, select Synchronize Servers.

alaln
cisco

Wireless Control System

ﬁ Maonitar = Reports *  Configure = | Mability =

Event Settings > SecurityGroupA > Evg

General l Conditions \E Destination And Tra

Sec Event 1

Motifications

Mame

Administration

Mobility Service Engines

Synchronization History

[2) Installation Guide

Tool

Admin Status [+ Enabled

Last Modified On Thu Dec 11 15:19:59 PST 2008

Priority n

Activate [ all the time

17 Under Action, for Synchronize, select Event Groups from the drop-down selections. The new
group is not yet assigned to a server. Click on Assign for the Event Group you just created and

check the server to which the group is to be assigned. Click OK.
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Wireless Control System

igure * M ty Administration * Tools * He

All Servers= Synchronize YWCS and Server(s)

Action
Synchronize IEvent Groups YI
Event Groups Servers Sync. Message
Assigned Status
SecurityGrouph -- Unassigned -- Heeinr
arpl mse-arcsight ."_ Assign to servers
[~ mse-arcsight
arp2 rmse-arcsight "{.
Synchronize I Reset Cancel

0K |

18 A large red asterisk is displayed next to the word Assign and the Servers Assigned field still has -
- Unassigned -- until you click the Synchronize button.

Wireless Control System

h Monitar * FReports ¥ Configure *  Mobility = Administration * Tools  Help =

All Servers» Synchronize WCS and Server(s)

Action
Synchronize IEvent Groups vl
Servers Sync.
Event Groups Assigned Status Message
SecurityGrouph -- Unassigned -- Assign *
arpl rmse-arcsight "‘. Assian
arp2 mse-arcsight b Assign
Synchronize | Reset | Cancel |

19 Once synchronization is complete, the Event Group is successfully assigned to the server.

10
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Wireless Control System

h Monitor = Reports *  Configure *  Mobility ~  Administration * Tools +  Help =

All Servers: Synchronize WCS and Server(s)

Action

Synchronize IEvent Groups ;I
Event Groups Servers Sync. Message

Assigned Status

Security Grouph mse-arcsight % Assign
arpl mse-arcsight b Assian
arp2 rmse-arcsight "4. Assian

Synchronize | Reset Cancel

Additional Information

For more information about the Cisco Wireless system, see the following Cisco documentation.

Cisco MSE - Context Aware Mobility Software Configuration Guide
Cisco MSE - Context Aware Mobility Solution Deployment Guide
Cisco Wireless Control System (WCS)

Cisco WLAN Design for Location - Best Practices

Cisco WLAN Controller Configuration Guide

Configure the Syslog SmartConnectors

The three ArcSight Syslog SmartConnectors are:

Syslog Daemon
Syslog Pipe
Syslog File

The Syslog Daemon SmartConnector

The Syslog Daemon SmartConnector is a syslogd-compatible daemon designed to work in operating
systems that have no syslog daemon in their default configuration, such as Microsoft Windows. The
SmartConnector for Syslog Daemon implements a UDP receiver on port 514 (configurable) by default

that can be used to receive syslog events. Use of the TCP protocol or a different port can be configured
manually.

If you are using the SmartConnector for Syslog Daemon, simply start the connector, either as a service
or as a process, to start receiving events; no further configuration is needed.

& Messages longer than 1024 bytes may be split into multiple messages on syslog daemon; no such
restriction exists on syslog file or pipe.

HPE Security ArcSight Connectors

11


http://www.cisco.com/en/US/docs/wireless/mse/3350/5.2/CAS/configuration/guide/mse_cg52.html
http://www.cisco.com/en/US/products/ps9742/products_tech_note09186a00809d1529.shtml
http://www.cisco.com/en/US/docs/wireless/wcs/5.2/configuration/guide/WCS5_2cg.html
http://www.cisco.com/en/US/docs/solutions/Enterprise/Mobility/wifich5.html
http://www.cisco.com/en/US/docs/wireless/controller/4.2/configuration/guide/ccfig42.html

SmartConnector for Cisco Mobility Services Engine Syslog
The Syslog Pipe and File SmartConnectors

When a syslog daemon is already in place and configured to receive syslog messages, an extra line in
the syslog configuration file (rsyslog.conf) can be added to write the events to either a file or a
system pipe and the ArcSight SmartConnector can be configured to read the events from it. In this
scenario, the ArcSight SmartConnector runs on the same machine as the syslog daemon.

The Syslog Pipe SmartConnector is designed to work with an existing syslog daemon. This
SmartConnector is especially useful when storage is a factor. In this case, syslogd is configured to write
to a named pipe, and the Syslog Pipe SmartConnector reads from it to receive events.

The Syslog File SmartConnector is similar to the Pipe SmartConnector; however, this SmartConnector
monitors events written to a syslog file (such as messages . 1og) rather than to a system pipe.

Configure the Syslog Pipe or File SmartConnector

This section provides information about how to set up your existing syslog infrastructure to send events
to the ArcSight Syslog Pipe or File SmartConnector.

The standard UNIX implementation of a syslog daemon reads the configuration parameters from the
letc/rsyslog.conf file, which contains specific details about which events to write to files, write to pipes,
or send to another host. First, create a pipe or a file; then modify the /etc/rsyslog.conf file to send
events to it.

For syslog pipe:

1 Create a pipe by executing the following command:
mkfifo /var/tmp/syspipe

2 Add the following line to your /etc/rsyslog.conf file:

*_debug /var/tmp/syspipe

or

*_debug |/var/tmp/syspipe
depending on your operating system.

3  After you have modified the file, restart the syslog daemon either by executing the scripts
letcl/init.d/syslogd stop and /etc/init.d/syslogd start, or by sending a “configuration restart’
signal.

On RedHat Linux, you would execute:
service syslog restart

On Solaris, you would execute:

kill -HUP “cat /var/run/syslog.pid”

12 HPE Security ArcSight Connectors
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This command forces the syslog daemon to reload the configuration and start writing to the pipe
you just created.

For syslog file:
Create a file or use the default for the file into which log messages are to be written.
After editing the Zetc/rsyslog.conf file, be sure to restart the syslog daemon as described above.

When you follow the SmartConnector Installation Wizard, you will be prompted for the absolute path to
the syslog file or pipe you created.

Install the SmartConnector
The following sections provide instructions for installing and configuring your selected SmartConnector.
Syslog Installation

Install this SmartConnector (on the syslog server or servers identified in the Configuration section) using
the SmartConnector Installation Wizard appropriate for your operating system. The wizard will guide
you through the installation process. When prompted, select one of the following Syslog connectors
(see Configure the Syslog SmartConnectors in this guide for more information):

Syslog Daemon
Syslog Pipe
Syslog File

Because all syslog SmartConnectors are sub-connectors of the main syslog SmartConnector, the name
of the specific syslog SmartConnector you are installing is not required during installation.

The syslog daemon connector by default listens on port 514 (configurable) for UDP syslog events; you
can configure the port number or use of the TCP protocol manually. The syslog pipe and syslog file
connectors read events from a system pipe or file, respectively. Select the one that best fits your syslog
infrastructure setup.

Prepare to Install Connector

Before you install any SmartConnectors, make sure that the ArcSight products with which the
connectors will communicate have already been installed correctly (such as ArcSight ESM or ArcSight
Logger).

For complete product information, read the Administrator's Guide as well as the Installation and
Configuration guide for your ArcSight product before installing a new SmartConnector. If you are
adding a connector to the ArcSight Management Center, see the ArcSight Management Center
Administrator's Guide for instructions, and start the installation procedure at "Set Global Parameters
(optional)" or "Select Connector and Add Parameter Information.”

Before installing the SmartConnector, be sure the following are available:

B Local access to the machine where the SmartConnector is to be installed

B Administrator passwords

HPE Security ArcSight Connectors 13
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Install Core Software

Unless specified otherwise at the beginning of this guide, this SmartConnector can be installed on all
ArcSight supported platforms; for the complete list, see the SmartConnector Product and Platform
Support document, available from the HPE SSO and Protect 724 sites.

1 Download the SmartConnector executable for your operating system from the HPE SSO site.

2  Start the SmartConnector installation and configuration wizard by running the executable.

& When installing a syslog daemon SmartConnector in a UNIX environment, run the executable as 'root'
user.

Follow the wizard through the following folder selection tasks and installation of the core connector
software:

Introduction

Choose Install Folder
Choose Shortcut Folder
Pre-Installation Summary
Installing...

3 When the installation of SmartConnector core component software is finished, the following window
is displayed:

< Connector Setup EI@

) What would you like to do?
<_ ArcSight

Configure

@ Add a Connectar

() Set Global Parameters

Hewlett Packard
Enterprise

< Previous [ Mexk > ] [ Cancel

Set Global Parameters (optional)

If you choose to perform any of the operations shown in the following table, do so before adding your
connector. You can set the following parameters:

14 HPE Security ArcSight Connectors
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Parameter
FIPS mode

Remote Management

Remote Management
Listener Port

Preferred IP Version

Setting

Select 'Enabled' to enable FIPS compliant mode. To enable FIPS Suite B Mode, see
the SmartConnector User Guide under "Modifying Connector Parameters" for
instructions. Initially, this value is set to 'Disabled'.

Select 'Enabled' to enable remote management from ArcSight Management Center.
When queried by the remote management device, the values you specify here for
enabling remote management and the port number will be used. Initially, this value is
set to 'Disabled'.

The remote management device will listen to the port specified in this field. The default
port number is 9001.

When both IPv4 and IPv6 IP addresses are available for the local host (the machine on
which the connector is installed), you can choose which version is preferred.
Otherwise, you will see only one selection. The initial setting is IPv4.

The following parameters should be configured only if you are using HPE SecureData solutions to
provide encryption. See the HPE SecureData Architecture Guide for more information.

Parameter

Format Preserving
Encryption

Format Preserving
Policy URL

Proxy Server (https)
Proxy Port

Format Preserving
Identity

Format Preserving
Secret

Event Fields to
Encrypt

Setting

Data leaving the connector machine to a specified destination can be encrypted by
selecting ‘Enabled’ to encrypt the fields identified in ‘Event Fields to Encrypt' before
forwarding events. If encryption is enabled, it cannot be disabled. Changing any of the
encryption parameters again will require a fresh installation of the connector.

Enter the URL where the HPE SecureData Server is installed.

Enter the proxy host for https connection if any proxy is enabled for this machine.
Enter the proxy port for https connection if any proxy is enabled for this machine.

The HPE SecureData client software allows client applications to protect and access data
based on key names. This key nhame is referred to as the identity. Enter the user identity
configured for HPE SecureData.

Enter the secret configured for HPE SecureData to use for encryption.

Recommended fields for encryption are listed; delete any fields you do not want encrypted
and add any string or numeric fields you want encrypted. Encrypting more fields can affect
performance, with 20 fields being the maximum recommended. Also, because encryption
changes the value, rules or categorization could also be affected. Once encryption is
enabled, the list of event fields cannot be edited.

After making your selections, click Next. A summary screen is displayed. Review the summary of your
selections and click Next. Click Continue to return to proceed with "Add a Connector" window.
Continue the installation procedure with "Select Connector and Add Parameter Information."

Select Connector and Add Parameter Information

1 Select Add a Connector and click Next. If applicable, you can enable FIPS mode and enable
remote management later in the wizard after SmartConnector configuration.

2 Select Syslog daemon, file, or pipe and click Next.

3 Enter the required SmartConnector parameters to configure the SmartConnector, then click Next.

Syslog
Daemon
Parameters

Network port  The SmartConnector for Syslog Daemon listens for syslog events from this port.

HPE Security ArcSight Connectors 15
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IP Address

Protocol

Forwarder

Syslog Pipe Pipe
Parameter Absolute
Path Name

Syslog File File Absolute
Parameters Path Name

Reading
Events Real
Time or
Batch

Action Upon
Reaching
EOF

File
Extension If
Rename
Action

The SmartConnector for Syslog Daemon listens for syslog events only from this
IP address (accept the default (ALL) to bind to all available IP addresses).

The SmartConnector for Syslog Daemon uses the selected protocol (UDP or
Raw TCP) to receive incoming messages.

Change this parameter to ‘true' only if the events being processed are coming
from another SmartConnector sending to a CEF Syslog destination, and that
destination also has CEF forwarder mode enabled. That allows attributes of the
original connector to be retained in the original agent fields.

Absolute path to the pipe, or accept the default: /var/tmp/syspipe

Enter the full path name for the file from which this connector will read events or
accept the default: \var\adm\messages (Solaris) or \var\log\messages (Linux).

A wildcard pattern can be used in the file name; however, in realtime mode,
rotation can occur only if the file is over-written or removed from the folder.
Realtime processing mode assumes following external rotation.

For date format log rotation, the device writes to ‘filename.timestamp.log' on a
daily basis. At a specified time, the device creates a new daily log and begins to
write to it. The connector detects the new log and terminates the reader thread to
the previous log after processing is complete. The connector then creates a new
reader thread to the new ‘filename.timestamp.log' and begins processing that file.
To enable this log rotation, use a date format in the file name as shown in the
following example:

filename"yyyy-MM-dd® . log;

For index log rotation, the device writes to indexed files - 'filename.log.001',
‘filename.log.002', ‘filename.log.003', and so on. At startup, the connector
processes the log with highest index. When the device creates a log with a
greater index, the connector terminates the reader thread to the previous log
after processing completes, creates a thread to the new log, and begins
processing that log. To enable this log rotation, use an index format, as shown in
the following example:

filename®%d,1,99,true” . log;

Specifying 'true' indicates that it is allowed for the index to be skipped; for
example, if 5 appears before 4, processing proceeds with 5 and will not read 4,
even if 4 appears later. Use of 'true' is optional.

Specify whether file is to be read in batch or realtime mode. For batch mode, all
files are read from the beginning. The 'Action Upon Reaching EOF' and 'File
Extension if Rename Action' parameters apply for batch mode only.

For batch mode, specify 'None', 'Rename’, or 'Delete’ as the action to be
performed to the file when the connector has finished reading and reaches end of
file (EOF). For realtime mode, leave the default value of 'None' for this
parameter.

For batch mode, specify the extension to be added to the file name if the action
upon EOF is 'Rename’ or accept the default value of '.processed'.

Select a Destination

16

The next window asks for the destination type; select a destination and click Next. For information
about the destinations listed, see the ArcSight SmartConnector User Guide.

Enter values for the destination. For the ArcSight Manager destination, the values you enter for
User and Password should be the same ArcSight user name and password you created during the
ArcSight Manager installation. Click Next.

HPE Security ArcSight Connectors
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3 Enter a name for the SmartConnector and provide other information identifying the connector's use
in your environment. Click Next. The connector starts the registration process.

4  If you have selected ArcSight Manager as the destination, the certificate import window for the
ArcSight Manager is displayed. Select Import the certificate to the connector from destination
and click Next. (If you select Do not import the certificate to connector from destination, the
connector installation will end.) The certificate is imported and the Add connector Summary
window is displayed.

Complete Installation and Configuration

1 Review the Add Connector Summary and click Next. If the summary is incorrect, click Previous
to make changes.

2 The wizard now prompts you to choose whether you want to run the SmartConnector as a stand-
alone process or as a service. If you choose to run the connector as a stand-alone process, select
Leave as a standalone application, click Next, and continue with step 5.

3 If you chose to run the connector as a service, with Install as a service selected, click Next. The
wizard prompts you to define service parameters. Enter values for Service Internal Name and
Service Display Name and select Yes or No for Start the service automatically. The Install
Service Summary window is displayed when you click Next.

4  Click Next on the summary window.

5 To complete the installation, choose Exit and Click Next.

For instructions about upgrading the connector or modifying parameters, see the SmartConnector User
Guide.

Run the SmartConnector

SmartConnectors can be installed and run in stand-alone mode, on Windows platforms as a Windows
service, or on UNIX platforms as a UNIX daemon, depending upon the platform supported. On
Windows platforms, SmartConnectors also can be run using shortcuts and optional Start menu entries.

If the connector is installed in stand-alone mode, it must be started manually and is not automatically
active when a host is restarted. If installed as a service or daemon, the connector runs automatically
when the host is restarted. For information about connectors running as services or daemons, see the
ArcSight SmartConnector User Guide.

To run all SmartConnectors installed in stand-alone mode on a particular host, open a command
window, go to $ARCSIGHT_HOME\current\bin and run: arcsight connectors

To view the SmartConnector log, read the file $ARCSIGHT_HOME\current\logs\agent. log; to
stop all SmartConnectors, enter Ctr1+C in the command window.

Device Event Mapping to ArcSight Fields

The following section lists the mappings of ArcSight data fields to the device's specific event definitions.
See the ArcSight Console User's Guide for more information about the ArcSight data fields.
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SmartConnector for Cisco Mobility Services Engine Syslog

Cisco Mobility Services Engine Event Mappings

ArcSight ESM Field Device-Specific Field
Destination Mac Address entitylD

Device Action state

Device Custom Date 1 LastSeen

Device Custom Number 1 referenceObject|D
Device Custom Number 2 containerObjectID
Device Custom Number 3 missingFor

Device Custom String 1 reference

Device Custom String 2 containerID

Device Custom String 3 containerType

Device Custom String 4 floor

Device Custom String 5 in

Device Custom String 6 entityType

Device Event Category type

Device Event Class Id type

Device Product 'MSE'

Device Vendor 'CISCO’

Message One of (emergencyReason, optionMsg)
Source Mac Address chockpointMac
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